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Abstract—Wireless sensor networks (WSNs) have many appli- be secured from attackers. Unfortunately, in reality, thifar
cations that handle sensitive information such as surved#ince, from the truth. Although each of the aforementioned sohsio
reconnaissance, and target tracking. Therefore, a WSN depyed 55 meyit, they do not provide a solution for a realisticctta

in a hostile region should be resilient to attacks. The currat i0. Each of the af i d techni v def
approach to defending against malicious threats is to devep SC€NAro. £ach ot the aiorementioned techniques only deren

and deploy a specific defense mechanism for a specific attack.2gainst the specific attack(s) that it was designed to defend
However, the problem with this traditional approach to defending against. That is, to use a traditional approach to securing
sensor networks is that the solution for the jamming attack des a WSN one must make an unrealistic assumption that the
not defend against other attacks (e.g., sybil, selectiverfsarding, attacker will only employ the attack for which the network

and wormhole attacks). In reality, one cannot know a priori . . . .

what type of attack an adversary will launch. Also, given IS prepgred to defend. Th's, approach is apalogous t.O having
the resource constraints of sensor nodes, the current defea an antivirus detection engine that contains one signature;
mechanisms cannot be simply combined on the node to provide operating with the assumption that the attack an adversary
a complete solution. This work addresses the challenges Withe  will launch, is the one for which the node is prepared to

traditional approach to securing sensor networks and presets a defend. In a real situation, one cannot know what type of

collaborative framework (the Distributed Security Framework - . .

DSF) that can defend against all known attacks. The framewds attack an adversary will launch a priori. Moreover, thereyma

is extensible, therefore, as new attacks are discovered thean D€ one or several attacks by an attacker or there may be bevera
also be defended against. The DSF leverages existing defensattackers at different places in the network targetingedét
mechanisms created by researchers. These defense mecharss podes by using different attacks. Accordingly, the network

are distributed in such a way that they can, collectively, povide st e prepared to defend against all known attacks at any
comprehensive defense to the network. The efficacy of the DS§ . fi Additi Iv. the intuitive id f bininbe
determined using simulations for scenarios consisting of oitiple glv_er_l Ime. ! |0r_1a y, the _|n Lt _|ve idea of com |n|r_19
stationary and multiple mobile attackers. The simulation results ~€Xisting schemes will not suffice given the resource coimtra

show that though the DSF consumes more energy than single of current inexpensive sensors. For example, if we consiaer
defense schemes, it can §ignificantly e.nhance the networlcseity memory capacity of a sensor node (e.g., Mica2 mote with 4
even when the network is under multiple types of attacks. KB RAM and 128 KB program memory), it is not possible to
store mechanisms that detect and analyze many attacks, and
therefore prevent the nodes/network from a security breach
Wireless sensor networks (WSNs) are used in areas suclFasinstance, [4] requires 2.2 KB RAM to defend against DoS
health care, environmental, defense, etc. Given the irapoet attacks, [5] needs 1.5 KB RAM to defend against sinkhole
of sensor networks in such applications, it is imperativa thattacks, and [1] requires approximately 1 KB RAM to defend
these networks are secured. However, the resource staragdinst hello flood attacks. If we consider program memory,
nature of sensor nodes in terms of energy, memory, and camen 60KB is required for the operating system (e.g., TinyOS
putational capability creates unique security vulneitd in  [6]), 45.26 KB to store a code dissemination tool such as [4],
sensor networks. Several attacks (e.g., sinkhole, worephadnd 7.2KB (approx.) to provide link layer security [7], whic
DoS, jamming, sybil, and hello flood) have been defined tonsumes 88% of the available program memory while still
the literature for WSNs. As a result of these attacks, maifgaving the node vulnerable to many attacks.
researchers have devised countering defense mechanigms. FCurrently, there is not a solution that can defend against
example, [1] discusses the approach to defend against #fieknown attacks in realistic situations. As discussed8dh [
hello flood attack. Additionally, the authors of [2] discubeir although the security mechanisms are well established for
approach to detect node replication attacks in sensor mieswo each individual layer or individual attack, combining afi o
Also in [3], the authors discuss how to defend against thél Sythe mechanisms and making them work in collaboration is
attack. a hard research problem. Therefore, we propose to develop
In general, for each of the aforementioned attacks themeframework that can provide this capability. Since pravidi
are specific solutions proposed by researchers. This dgies defenses for all known attacks at different layers is nosjids
impression that, in theory, unattended WSNs should be ableitith memory constraints of low-end sensor nodes and using
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only high-end sensor nodes (gateway nodes) presents aidsthe maximum transmission speed of the radio supported
constraints, we propose to use a heterogeneous sensorketlg TinyOS). Moreover, each node can maintain multiple code
architecture where there is a combination of high-end sensmages, and quickly switch between different programs.eCod
nodes along with low-end sensor nodes to define a geneatesemination is a critical moment for wireless prograngnin
framework for security in sensor networks. As mentioned since both external attackers and potentially compromised
[9], the use of a heterogeneous architecture has worked wedldes are threats in this phase. For instance, adversaries
to help improve routing. may introduce malicious code into sensor networks through
In this framework, we assume that the network is dividegplacing or modifying the code image. Seluge [4] is a secure
into clusters. In each cluster, one gateway node is presertension of Deluge. It inherits efficiency, robustnessgd an
and serves as the cluster head. The regular nodes collect deliability from Deluge. It also provides protection for dm
from the physical environment. They send this data to tligssemination. Seluge not only promises the integrity afeco
gateway node in a multi-hop fashion. Gateway nodes gatherages but also resistance to various DoS attacks. In tpisrpa
the data, analyze, process, and transmit it to the baserstative use Seluge as our code disseminator.
To provide security, gateway nodes have a large databas&he main contributions of our work are summarized as
of images (i.e., detection and defense schemes) to defdoliows:
against various attacks. We assume that in the future morel) We propose a Distributed Security Framework (DSF)
sophisticated attacks like buffer overflow attacks on senso which can detect and defend against all known attacks
[10] are possible. Providing defense against all the knog/n a efficiently.
well as future attacks requires us to have the defense mechz) Our warning mechanism can inform other clusters to
anisms of all these attacks in memory. However, because of install defense mechanisms for potential attacks in ad-
memory constraints, regular nodes cannot contain all defen vance, thus reducing the impact caused by attacks.
mechanisms, so a subset of these mechanisms is stored ) The security framework defined in this work is modular
the local program memory of the regular nodes. Based on  and scalable, thus defense mechanisms for new or future
this subset, the regular nodes are capable of detecting and attacks can be easily added.
defending against some attacks. However, there may be SOMehe rest of the paper is organized as follows. Section Il
attacks whose defense mechanisms are not found in the regy|gcysses the related work in the field of sensor network-secu
nodes. In this situation, the gateway node detects and defefty section Il describes the network model which present
against these attacks by adding the image of the defeqsg network topology and threat model. We give the formal
mechanism for the recent or most threatening attack to tHgfinition of the problem in Section IV. Section V describes
previous subset. To add an image, it might be necessaryig details of the proposed security framework architectir
delete an image from the subset as the regular nodes hawtion v, we show the workings of the distributed security
limited memory capacity. How to decide an image subset felamework. The simulation results and analysis are present

regular nodes in the same cluster is an optimization problefi} section VII. We conclude the paper and discuss the future
The image subset selection scheme is defined in Section ¥k in Section VIIL.

and solved in Section V. After detecting an attack in its
own cluster, a gateway node then propagates a warning to Il. RELATED WORK
other gateway nodes. After receiving the warning inforomati  In sensor networks, sensors are left unattended for long pe-
the gateway node evaluates the likelihood of each attack amslls of time after their deployment. Since these networks a
chooses a new image subset for regular nodes in its clustarsed in many applications that handle sensitive informmatio

In a cluster, an image subset of defense mechanismsséturity is an important issue. Security is a significant and
changed according to the network situations. Because of-meopen problem in wireless sensor networks which has been
ory limitations, to defend against an attack whose mechanisliscussed in [12] and [13]. Various security requiremeh t
is not in its program memory, a regular node needs to dowshould be met to protect sensor networks from adversaries
load the image of the defense mechanism from its cluster hdalie been discussed in [14].
(i.e., the gateway node). Thus, the gateway node propagates Various attacks on sensor networks have been studied sys-
program image including a countermeasure for a new attackiémnatically in [15] and [16]. Some possible countermeasure
regular nodes. One way to do this is by using wireless netwaeigainst these attacks without implementation have been dis
programming (remotely reprogramming sensor nodes throughssed in [17]. Furthermore, a variety of attacks (e.g.jlsyb
wireless links after they are deployed). For WSNs, wirele§3S, and wormhole), their detection mechanisms, and the
network programming includes three main components: copessible countermeasures for these attacks have beesskscu
dissemination tools such as Deluge and Seluge, NetProdwhiie [3], [18], and [19]. All these previous works provide
provides functions for saving TinyOS state, and TOSBogblutions for only one attack in the network while we provide
which boots the system and loads a program image [4]. Delugesolution for all known attacks at a given time in the network
[11] is a reliable code dissemination protocol for propagat A set of secure protocols for sensor networks, SPINS,
large binary images to all sensor nodes in multihop wireless given in [13]. It describes two important secure building
sensor networks. It can push about 90 bytes per second (1hRkicks: SNEP angi TESLA, where SNEP gives the baseline



security primitive (i.e., data confidentiality, two-partyata and prolong network lifetime. An example of heterogeneous
authentication, and data freshness) whered&SLA is a network is shown in Fig. 1.

protocol which provides authenticated broadcast in sensor
networks. Although these security protocols detect ancecor
some classes of abnormal node behavior, they do not consider
all scenarios of malicious activity that a node is suscégptib

to. For example, an adversary may start jamming the wireless
channel and thus launch a DoS attack.

Previous research on sensor networks mainly considered
homogeneous sensor networks where all sensor nodes have
the same capabilities. It has been shown that homogeneous
sensor networks have poor fundamental performance limits
and scalability [9]. An introduction to heterogeneous sen-
sor networks was given in [20] and the protocol require-
ments for heterogeneous sensor networks are discussed in
[21]. To achieve better performance in terms of routing, a
heterogeneous sensor network model has been proposed in
[9]. Furthermore, [22] discusses how heterogeneity can be
used in sensor networks to provide security. Several recent
proposed WSN security techniques leverage this architectu o .
For example, [6] describes LIGER, a hybrid key manageme_ntThe network is divided into clusters. The number of cIusFers
scheme for heterogeneous sensor networks. Furtherm@ie, [9 the number of gateway nodes, and every gateway node is the
presents an end-middle-end security framework where ev&lySter head of its cluster. A regular sensor joins the retare
node has a public/private key pair. In this framework, theluster which is I_ocatedl by the cluster head. In a cluster, in
resource-rich gateway nodes use public key cryptographyocffierto communicate W|t_h|n a cI_uster, the gateway nodesend
compute digital signatures and vouch for regular nodesibet broadcast_messages using a single hop to _reach the regular
symmetric cryptography. A scalable key management scheff¥les while regular nodes communicate with the gateway
based on random key pre-distribution for heterogeneousser/'0d€ Over multiple hops. A gateway node communicates with
network is discussed in [23]. Although these works illutstra °ther gateway nodes directly or through other gateway nodes
the efficacy of using the heterogeneous paradigm to proviiB€ 9ateway nodes have a database component in memory
security, none provides a comprehensive approach to sgcuHVh'C_h maintains the records of various detal_ls regardirg t_h
WSNS. previous threats/attacks as well as regarding the possible

Our proposed technique uses the heterogeneous modePigoming threats/attacks and their respective detectrah a
define a general distributed framework for securing WSNSs. éiﬁfense schemes.
leveraging and combining existing defense mechanisms, (e :

[3], [18], and [19]), the proposed security framework (DSF) Threat Model and Assumptions

O Regularnode [] Gatewaynode A Sinkhole Attacker W/ Jamming Attacker —> Warning

Fig. 1: DFS with various attackers.

can provide defense against all known attacks. We assume that the base station and gateway nodes use
tamper proof hardware, thus are trustworthy, and cannot be
I1l. NETWORK MODEL compromised by an adversary. On the other hand, regular
In this section, we introduce our network topology anfiodes do not use tamper proof hardware and are always prone
threat model. to attack. We assume that the attackers possess hardware
capabilities either similar to or higher than that of legitite
A. Clustered Heterogeneous Networks regular nodes. We assume that if an adversary compromises a

We consider heterogeneous WSNSs in this work, where thdrade, she can extract all key material, data, and code stored
are two kinds of nodeS, gateway nodes and regular nodeg. that node. The malicious node is Structura"y the same
Regular nodes have limited energy, poor computation gpilies the normal nodes. It is captured by the attacker after
short Sensing’ and small transmission ranges. Accordimgjy the deployment. We assume that if the attacker is able to
can deploy a large number of regular nodes in a vast af€@Mpromise a single node, she can launch several attacig usi
since they are inexpensive. Compared to the inexpensive rétg information of a single node. As the whole network region
ular nodeS, gateway nodes have p|ent|fu| resources |n‘uj”dis divided into clusters with the gateWay node being thetelus
more energy, a |arger memory Size’ Stronger Communicatiaﬁad, the fO"OWing scenarios for |aUnChing the attacks are
ability, and more powerful computation ability. Nevertbgs, Possible:

a gateway node is more expensive than a regular node. As 4) There may be one attack or several attacks in a single
result, fewer gateway nodes are deployed in a WSN. Usually, cluster launched by one or several attackers.

gateway nodes are responsible for complex computations an@) There may be one attack or several attacks in multiple
long distance packet delivery to increase processing diitgab clusters launched by one or several attackers.



Moreover, the attacker launching an attack in a cluster may TABLE I: Program size of defense schemes

change his position to target other clusters. We also assume Attack Program size
that when the attacker compromises a node in the network, Sinkhole 4KB[ [5]]
all the one hop neighboring nodes which come within the Hello Flood KB [1]]

t issi f the compromised node are at higher Jamming SKBlapprox]

_ransmlss.|0n range o P 9 Wormhole 5KB[approx]

risk of being attacked. DoS 5KB[approx]

Sele_ctive Forwarding  1KB[approx]

IV. PROBLEM DEFINITION Sybil 4KB[approx]

The goal of our scheme is to significantly reduce the
effect of attacking/malicious nodes in the network. A fotma
definition of the security problem that we are addressing ¥
given in this section.

Problem Definition: There is a set of attacks4, where
A ={A1,As,--- ,A,} andn is the number of attacks. For V. THE DSF ARCHITECTURE
any attackA;, there exists a defense scheig D is the set
of defense schemes, add = {D;, Ds,---, D, }. For each
defense schem#,, the program size is>;. Since gateway
nodes have enough program memory, all defense schermfesRouting Protocol
thatis D, are stored in gateway nodes. However, for a regU|afS|nce a gateway node knows the locations of sensors in its
node, available program memofy is less thanz P.. cluster, it can calculate routes for each pair of nodes. &hes
routes are the shortest paths based on the number of hops.
The gateway node communicates with the regular nodes in its
cluster using a broadcast message. The gateway node sends
a routing table to each node in its cluster. Furthermore, a
Eateway node keeps all routing information in its clustexcltc

nd defense mechanism for that attack. However, the attacke
cannot continue to compromise more nodes once the gateway
detects it and propagates defense schemes to the regués.nod

In this section, we propose our security framework which
can defend against all known attacks efficiently.

other words, a regular node can only store a suBset D.
For each gateway node, how to determihéor regular nodes
in its cluster is critical and significantly affects the seguof
the network. Aweight W;; of A; is assigned for a gateway

node G; according to the possibility of the occurrence o egular node sends its current state to the gateway peaitydic

the a.\tt_a}ckAi in G;. The 'afger the weight, the_hlgher thelf the gateway does not receive the report on time from a
possibility of attackA;. Obviously, we prefer to include asspecific node, it assumes that it has been compromised, i

many defense schemes as possibleSinAlso, the defense dead, or a link failure has occurred. Thus, the gateway node

scheme with higher weight should have priority to be chose &cludes this node from each routing table. New routingebl
Consequently, Equations 1 and 2 are a formalized descrmpté

f timizati bl Thi bl : wall 0 re sent to the regular nodes using route update messages.
ot our optimization problem. This problem 1S actually @ U-Srpaqe updated routing tables contain the information diggr
knapsack problem.

the destination node as well as all forwarding nodes from
source to destination. In other words, these tables cothain

Mazimize Z Wiji (1) information of the routing path that a regular node must take
Dies order to communicate with the gateway node or other regular
. des in a cluster. For gateway level networks, Destination
Subject t P; < Pr, where S C D 2) ho ; \ : \
ubee ODXG:S R, onere @ Sequenced Distance Vector (DSDV) [24] is used as the routing
' protocol.

Since memory capacity is not a concern with gateway nodes,
we assume that the gateway nodes have the detection BncChoosing the Defense Mechanism Subset
defense schemes available in their databases for all therkno According to the problem definition in Section IV, to solve
attacks. Whether the detection and defense scheme fortlais optimization problem, we have to first determine the
attack is available in the subsgbf the regular sensor nodes omprogram sizeP; for each attack4; and the weight¥;; which
not, the gateway node is able to detect the attack. We assundicates the likelihood of am; occurrence for a gateway
that there are no false positives when the gateway nodetdetemde G,. The program size determines the program memory
the attack. The gateway also spreads the information regardspace required to store the defense scheme. The program size
an attack to other gateways in the network. of the defense mechanisms we use to defend against attacks
Since an attacker can repeat the same attack or launch a aesvlisted in Table I. Since we cannot find the program size for
attack at any time in the network, the likelihood of occumen some defense mechanisms, an estimated value is provided in
of each attack at a given time is measured at each gatewBgble | according to the likely complexity of their algoritis.
The details of estimating this likelihood is described i th Initially, we divide attacks in different categories basad
next section. Based on this likelihood, the gateway red¢ales our opinion of their security level as shown in Table Il. For
the subsetS for sensor nodes in their respective clusters. Asach attack, arinitial weight is assigned to indicate how
a result, an attacker can launch an attack and compromisdaagerous it is to the network. The weight for category 1
node or several nodes becawsdoes not contain the detectionattacks is 1, for category 2 the weight is 2, and for category



TABLE II: Weight based on attack categories knapsack problem described in Section IV to obt&inthe

Category 1 Category 2 Category 3 subset of defense mechanisms. Then if the new subset is not
Selective forwarding  Sybil Wormhole the same as the previous one which the regular nodes had
Hello flood Sinkhole DJgsmm'”g already installed, the gateway sends the defense mechanism

images, which are in the new subset but not in the previous
subset, to all regular nodes in its cluster using Selugefttgr

applying the corresponding defense mechanism, the attacke

3 itis 3. It is possible that for some applications categoRyij ng longer be able to compromise the target nodes. Our
1 attacks are more dangerous than category 2 or 3 attackg. ity scheme can provide a needed defense mechanism to
Therefore, based on different applications the categorof reqyjar nodes as soon as possible when clusters are under

attack can be changed according to requirements. ~attack. Also, our warning system can enable other clusters
When a gateway detects an attadk (ID of this attack is g install defense mechanisms in advance to defend against
k) in its own cluster, it sends a warnind’;, to all gateway potential upcoming attacks.

nodes as well as updates its own record regarding that attack, the next section, we discuss the workings of the proposed

The warning information includes the type of attadk, the security framework.

ID of the sender gatewa§ss, and the weight of this warning

WW, (which indicates how dangerous this attack )1V}, VI. WORKINGS OF THESECURITY FRAMEWORK

is equals to the product of thitial weight of A, and the ~ Now we discuss the working of the distributed security

number of compromised nodes. In this work, the number ffamework in detail. Fig. 1 illustrates that an attacker rbay

compromised nodes determine how powerful or dangerous {iresent at any location in the network. Suppose at tine

attacker is for the network. As it is more likely that the morelitacker; at position(xz1,y1) chooses to launch the sinkhole

nodes that are compromised, the more power the attacker hmgack. We assume that all regular nodes which are within the
On a gateway nodé&;, we maintain a received warningrange of the attacker are at high risk of being targeted. Véhen

list L;. Every warningW}, in L; has the format a$¥;, = cluster is under a sinkhole attack, there are two possildesca
{Ai,G, WW,, Ty}, whereA,; represents the type of the attack, 1) The detection and defense scheme for the sinkhole attack
G, is the sender of this warningl’ W, is the weight of this is in the subset of the regular nodes (described in Section
warning which is assigned by the sender, djds the received V-B).

timestamp of this warning. Once a gatewéy receives a  2) The defense scheme is not present in the subset.
warningWy, = {A;,Gs,WWy, Ty}, it searched; first, if there |, case 1), the targeted nodes detect and defend against
is no entry for (;,Gis), this warning is inserted intd.;, he attack and the attacker is not able to compromise nodes
otherwise it is replaced with this new warning. In other v&rd sing the sinkhole attack. Whereas in case 2), target nodes
for warnings from the same gateway with the same type @ not be able to defend against the attack and therefolie wi
attack, only one entry is maintained Iry. be compromised. In both cases, the gateway detects thé& attac
After updating the warning list, the likelihood of each aka 4,4 checks the subset stored in the regular nodes. If thetsubs
occurring is calculated as follows. For each attatkin L;, goes not include the defense scheme, the gateway calculates
we use Formula (3) to calculate the weidht;i. In (3), D the attack’s weight and is given the highest priority as @ws
is the distance function between the sender and the receiyeiis own cluster. It then changes the subset and propagates
gateway nodes. If the warning is from itself) is substituted ¢qrresponding defense mechanism to all regular nodes excep
by the distance between the attacked or targeted node a”dtHFcompromised node in the cluster.
gateway. The weight of an attack is inversely proportional t \henever a gateway detects an attack, a warning message is
the distance between the sending and receiving ifids.the  gent to all gateways. It is possible that other gatewayswvece
current timestamp. Two characteristics of attacker befravi multiple warnings for multiple attacks from different ctess.
are consid_ered_ to qalculate weights. QnC(_a an attackerdie$rugg each gateway calculates the occurrence possibilityaon
at a location, it might try to extend its influence as far agiack in its cluster (described in Section V-B). According
possible. As a result, clusters close to that location haveys possibilities and defense schemes’ program sizes of all
high likelihood of being attacked. If an attack occured relye attacks, the gateway node chooses an optimal subset ofsgefen
in one location, it might later appear in adjacent locationghemes to propagate to the regular nodes in its cluster.
since several attackers might intrude in different logaiin An example of a mobile attacker is shown in Fig. 1. At
succession. Consequently, an attack detected recentlya hagne 7, Attacker, is present at positiof2, y2) and launches
high likelihood of being executed by other clusters. Thus, vy jamming attack and at tim@ the Attacker, changes
consider the distance and time difference in our formula. g position to(23,y3) and launches the same attack. Now
suppose at timé,, the regular nodes which are within the
W — Z WWj, 3) range of(z2, y2) do not have the defense mechanism available
e _ D(Gs,Gy) * (T. — Tg) for the jamming attack, these nodes would be susceptible to
VWil and attack is A: attack. However, its cluster head, the gateway node, detect
After calculating weights, a gateway can solve the O-the jamming attack and installs defense schemes for other




TABLE lll: System Parameters and Setting.

102

Parameter Setting 0
No. of regular nodes 2000 wl
No. of gateway nodes 10 wl
Network size 1000 m *1000 m ol
Transmission range of regular node 50 m g wl
Transmission range of gateway node 500 m & "
Initial energy of regular node 1J % - [
Energy cost for sending a message by regular node 10 uJ s r
Energy cost for receiving a message by regular node 1 uJ ’ :j
82
& 0 10(;00 20(;00 30(;00 40500 50(;00
regular nodes in this cluster. Furthermore, a warning kiggr Time(ms)

this jamming attack is sent to other gateways. At tiffig

when Attacker2 changes its position t@z3,y3) and tries _. . .

the jamming attack again, the regular nodes already have fig- 2: Comparison between DSF and OSS-WH in case of
defense scheme available for this jamming attack. Thus, tﬂ'ély one attack.

adversary will be unsuccessful since the gateway receies t

warning and installs the jamming defense scheme in advance.

Also, once a gateway node detects an attack, it remO\}Qs[ZG]’ [_27]' and [28]. We_ assume that no node will be
compromised nodes from every route. compromlsed when respgctlve defense schemes for the attack

As mentioned earlier, the database component of a gatewae{e ell(vallgblel. MSS FI)rOV'IdES d(:]fense fgr all three .Of .thehse
stores the detection/defense schemes for all known attac?( acks simuitaneous Y- Althoug . MSS l0€s not exist in the
Moreover, if a gateway detects abnormal behavior, posibly iterature, we thought it would be interesting to see howhsuc
dicating an unknown attack, it will report all informatiom the a scheme would perform.

base station. When the base station has a defense mechanis'ﬁ*lg' 2 shows the drawback of the security framework

for this new attack, it will be sent back to that gateway. Aﬂecompared to an example of a single attack and defense scheme

the gateway verifies the defense scheme, it is disseminaﬁg Sd—WH()j._Ir_l_ tn'str?c%]ggod 200 V\{c.’m][hﬁlfh attackshz;s(;n-
to all other gateways and is stored in the gateway’s datab ed, and Initially the 0€s not install the worm

Therefore, our distributed security framework is extelesénd ense scheme. As ShOW” in Fig. 2, O.SS'WH outperforms DSF
can accommodate defense mechanisms for new attacks. &> "© node (representing OSS-WH) is compromised since the
defense scheme for the wormhole attack is already available

VIl. PERFORMANCEANALYSIS to all the nodes. The DSF loses 2% of the nodes because there

[ hole def h initially installed. H
We randomly deploy 2000 regular nodes and 10 gatewaysl? no wormnole detense scheme Infiaty instate owever

n afler a short period there is no further loss of nodes since
an _1000m 100‘?"‘ network. Every reg_ular node has the Salfce the gateway detects the wormhole attack, the wormhole
initial energy. Since a gateway has a rich supply of energy,

q i der th tion f ) d efense scheme is immediately installed by all regular sode
0 notconsidertne energy consumption for gateway nodes. reafter, the upcoming wormhole attacks cannot attaek th
the other hand, regular nodes lose energy when they def (fNOI‘k successfully

against an attack, communicate with other regular nodes o he success rate of three attacking scenarios are shown in

communicate with the gateyvay no_de. BOth_ static_attack_eds aIE'igs. 3a, 3b, and 3c respectively. Fig. 3a shows the scenario
mobile attackers are Con3|d_ered In our S|muilat|on. I?'ﬂi‘arewhere there are only stationary attackers launching 2@@ktt
system pqrameters and their settings used in the S'mwatf%ﬂdomly which alternate between the 7 attacks given ineTabl
are given |n_TabIe . I. Here the DSF performs 6.5 times better than OSS-SF, 6
.TWO metrics are used to evaluate the performance of %thes better than OSS-WH, 1.6 times better than OSS-JAM,
distributed security framework (DSF): and 1.5 times better than MSS. In Fig. 3b, 10 attackers are
1) Success Rate: This is defined as the percentage of noggspile in the network with the speed of 10 m/s injecting
alive after the attacks. This parameter is used to evalugirious attacks randomly in the network. In this scenatie, t
the efficiency of the security schemes. DSF performs 3 times better than OSS-SF and OSS-WH, 2.1
2) Energy Consumption: This is defined as the avera@fes better than 0SS-JAM and 2 times better than the MSS
percentage of residual energy (compared to the initigkheme. In Fig. 3c, both static and mobile attackers arelpos
energy) for all currently alive regular nodes. scattered in the network. Here the DSF performs 3 timesibette
We compare our scheme (DSF) with One Security Schernf@n OSS-SF, and OSS-WH. In the same scenario, the DSF
(OSS) and Multiple Security Schemes (MSS), where OSrforms 2.3 times better than OSS-JAM and 2 times better
schemes provide defense against one fixed attack and MB&n the MSS. As seen in the results, in all three scenarios,
provides defense against three fixed attacks. OSS-SF, O8f- DSF significantly outperforms OSS and MSS since the
WH, and OSS-JAM provide defense for selective forwardin@pSF can adjust and apply corresponding defense schemes
wormhole, and jamming attacks respectively as presentactording to occurring attacks. Moreover, MSS is betten tha
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Fig. 4: Energy Consumption of Different Scenarios.

OSS because MSS has two more defense schemes installed
than OSS.

The average residual energy percentages of the three sce-
narios are shown in Figs. 4a, 4b, and 4c respectively. The
statistics show that in all the three scenarios OSS-SF, OSS-
WH, and OSS-JAM schemes have approximately 20% more
average residual energy than the DSF, while MSS scheme has
10% more average residual energy than the DSF. As seen
from the results, the DSF consumes more energy than OSS
and MSS. The main reason for this is that the regular nodes
consume energy when receiving the defense scheme’s program
images. However, it is worth losing some energy to keep more
nodes alive.

Fig. 5 shows the effect of speed of mobile attackers on
the success rate. The figure represents a single network with
mobile attackers having different speeds. The attackehn wit
maximum speed is able to comprise the most nodes. The

Fig. 5: Effect of Speed of Mobile Attackers.
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reason is that if an attacker moves fast, it has a highiestalls the corresponding defense schemes. Therefoee, th
likelihood to arrive at another cluster and launch attackete speed of the attacker is inversely proportional to the ssgce
that gateway receives a warning regarding this attacker arade in the security framework.



In summary, the DSF can achieve a higher success rate th@h A. Pathan, H.-W. Lee, and C. S. Hong, “Security in wirelesensor

other schemes. Although the DSF consumes more energy, it
might be considered is acceptable since it can keep moresnode

alive to prolong the entire network lifetime.

In this work, we presented a distributed security frameworko]
(DSF) for heterogeneous wireless sensor networks. In this
framework, we dynamically use the available memory space of

VIII. CONCLUSIONS ANDFUTURE WORK

networks: issues and challenges, Hroceedings of the 8th International
Conference Advanced Communication Technology, vol. 2, February
2006, pp. 1043-1048.

X. Du, M. Guizani, Y. Xiao, and H.-H. Chen, “Two tier seeairouting
protocol for heterogeneous sensor networH&EE Transactions on
Wireless Communications, vol. 6, no. 9, pp. 3395-3401, September
2007.

A. Francillon and C. Castelluccia, “Code injectionaatts on harvard-
architecture devices,” ifProceedings of the 15th ACM conference on
Computer and Communications Security. New York, NY, USA: ACM,
2008, pp. 15-26.

regular nodes to store a subset of defense schemes to prouidieJ. W. Hui and D. Culler, “The dynamic behavior of a datasgimination
security against multiple attacks. The gateway is resmsi
for updating this subset according to the current likelithad

the occurrence of an attack in its cluster. Our warning seéhemz2]
can enable the regular nodes to install the defense schemes i
advance of potential forthcoming attacks. Simulation itesu
have confirmed that the DSF performs well in the presence of
static as well as mobile attackers, each with multiple typles [14]
attacks.
In our future work, we plan to improve the success rate
by determining the optimal subset of installed defense mech
anisms for individual sensor node instead of every clustélrfs]
To improve our scheme, we will consider how to deal with
an exceptionally powerful attacker who can compromise
gateway node too. We plan to address the case where a g

113

[15]

protocol for network programming at scale,” Rfroceedings of the 2nd
international conference on Embedded networked sensor systems. New
York, NY, USA: ACM, 2004, pp. 81-94.

A. Perrig, J. Stankovic, and D. Wagner, “Security in el@ss sensor
networks,”Communications of the ACM, vol. 47, no. 6, pp. 53-57, 2004.
A. Perrig, R. Szewczyk, J. D. Tygar, V. Wen, and D. E. €ylF'Spins:
security protocols for sensor network8\ireless Networks, vol. 8, no. 5,
pp. 521-534, 2002.

S. Avancha, J. Undercoffer, A. Joshi, and J. Pinkstd®ecurity for
wireless sensor networksfreless sensor networks, pp. 253275, 2004.
C. Karlof and D. Wagner, “Secure routing in wireless samnetworks:
attacks and countermeasures,”Aroceedings of the First |IEEE Sensor
Network Protocols and Applications, May 2003, pp. 113-127.

A. D. Wood, L. Fang, J. A. Stankovic, and T. He, “Sigf: arfdy of
configurable, secure routing protocols for wireless senstworks,” in
Proceedings of the fourth ACM workshop on Security of ad hoc and
sensor networks.  New York, NY, USA: ACM Press, 2006, pp. 35-48.
F. Stajano and R. Anderson, “The resurrecting ducklBecurity issues
for ad-hoc wireless networks.” Springer-Verlag, 1999, pp2-194.

way node generates false positives and false negatives whieh J. Deng, R. Han, and S. Mishra, “Defending against fmtbed dos

detecting an attack. Moreover, for evaluating the efficgenc
and effectiveness of the DSF in real world setting, we plan
to implement the framework on real sensor motes and verifyg]

its attack resistance in the presence of various attackallfi

we plan to consider thrashing attacks of the DFS where th@]

attacker(s) deliberately alternate attacks to drain thezgynof

the system.

(1]

(2]

(31

(4]

(5]

(6]

(7]

REFERENCES

M. A. Hamid, M. Mamun-Or-Rashid, and C. S. Hong, “Routisgcurity

in sensor network: Hello flood attack and defense Pinceedings of 1st
International Conference on Next-Generation Wreless Systems, January
2006, pp. 52-56.

B. Parno, A. Perrig, and V. Gligor, “Distributed detewii of node
replication attacks in sensor networks,”Rnoceedings of the 2005 |IEEE
Symposium on Security and Privacy. Washington, DC, USA: IEEE
Computer Society, May 2005, pp. 49-63.

J. Newsome, E. Shi, D. Song, and A. Perrig, “The sybil cktan
sensor networks: analysis and defenses,Pinceeding of Information
Processing in Sensor Networks, April 2004, pp. 259-268.

H. Sangwon, N. Peng, L. An, and D. Wenliang, “Seluge: $ecand
dos-resistant code dissemination in wireless sensor mietWan Pro-
ceedings of the 7th International conference on information Processing

in Sensor Networks. Washington, DC, USA: IEEE Computer Society,
April 2008, pp. 44-456.

I. Krontiris, T. Dimitriou, T. Giannetsos, and M. Mpascas, “Intrusion
detection of sinkhole attacks in wireless sensor networks, Pro-
ceedings of International Workshop on Algorithmic Aspects of Wireless
Sensor Networks. Springer Berlin / Heidelberg, July 2007, pp. 150-161.
P. Traynor, R. Kumar, H. B. Saad, G. Cao, and T. L. Portagét:
implementing efficient hybrid security mechanisms for hegeneous
sensor networks,” ifProceedings of the 4th international conference on
Mobile systems, applications and services. New York, NY, USA: ACM,
2006, pp. 15-27.

C. Karlof, N. Sastry, and D. Wagner, “Tinysec: Link laysecurity
architecture for wireless sensor networks,” Pnoceedings of the 7th
ACM Conference on Embedded Networked Sensor Systems, 2004, pp.
162-175.

[21]

[22]

(23]

[24]

[25]

[26]

[27]

(28]

attacks in wireless sensor networks,” fmoceedings of the 3rd ACM
workshop on Security of ad hoc and sensor networks. New York, NY,
USA: ACM, 2005, pp. 89-96.

W. Wang and B. Bhargava, “Visualization of wormholes sensor
networks,” in Proceedings of the 3rd ACM workshop on Wreless
security.  New York, NY, USA: ACM, 2004, pp. 51-60.

L. Yu, N. Wang, W. Zhang, and C. Zheng, “Deploying a hetgmeous
wireless sensor network,” iffroceeding of Wireless Communications,
Networking and Mobile Computing, September 2007, pp. 2588-2591.
X. Du and F. Lin, “Designing efficient routing protocobif heteroge-
neous sensor networks,” iRroceeding of IEEE International Perfor-
mance, Computing, and Communications Conference, April 2005, pp.
51-58.

J. Mache, C.-Y. Wan, and M. Yarvis, “Exploiting hetesogity for
sensor network security,” irProceedings of |[EEE Communications
Society Conference on Sensor, Mesh and Ad Hoc Communications and
Networks, June 2008, pp. 591-593.

F. Kausar, S. Hussain, L. T. Yang, and A. Masood, “Sdalaind efficient
key management for heterogeneous sensor netwofks"Journal of
Supercomputing, vol. 45, no. 1, pp. 44—65, 2008.

C. E. Perkins and P. Bhagwat, “Highly dynamic destimatsequenced
distance-vector routing (dsdv) for mobile computers,”Rroceedings
of the Conference on Communications Architectures, Protocols and
Applications. New York, NY, USA: ACM, 1994, pp. 234-244.

E. Ngai, J. Liu, and M. Lyu, “On the intruder detectionr fsinkhole
attack in wireless sensor networks,” Rroceedings of the IEEE Inter-
national Conference on Communications, vol. 8, June 2006, pp. 3383—
3389.

H.-M. Sun, C.-M. Chen, and Y.-C. Hsiao, “An efficient cdarmeasure
to the selective forwarding attack in wireless sensor nekwd in
Proceedings of the 2007 |IEEE Region 10 Conference, November 2007,
pp. 1-4.

J.-H. L. Ji-Hoon Yun, ll-Hwan Kim and S.-W. Seo, “Wodeiormhole
attack defense mechanism in wireless sensor netwotlbituitous
Convergence Technology, vol. 4412/2007, pp. 200-209, 2007.

M. Rajani and O. L. Ann, “Jamming attack detection andirdtermea-
sures in wireless sensor network using ant systempPrisceedings of
SPIE, the International Society for Optical Engineering, vol. 6248, 2004,
pp. 62480G.1-62 480G.12.



