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The M-Core is a modular, extensible and lightweight security layer that gathers relevant data for the development of defense mechanisms. Similar to Metasploit, which
significantly reduces the ftime to manufacture an exploit, the M-Core is being developed to reduce the design and development time for new detection and defense
mechanisms for WSNs.. The M-Core allows for the monitoring of both internal and external threats simultaneously facilitating the execution of new or existing detection

and defense techniques against different attacks in parallel.
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* M-Core addresses the challenges with the traditional

approach to securing sensor networks and presents a THE M-CORE CONTROL LANGUAGE (MCL)

comprehensive framework that can defend against all

known and forthcoming attacks. * Facilitates the use of the M-Core.
« M-Core has a built-in modular and flexible software * Simplifies the development of new defense mechanisms. .
architecture that provides an easy means to add, remove, * Utilizes the M-Core sub-modules to activate, deactivate :
and replace sub-modules. It is a lightweight monitoring and or create new defenses. . E
control layer invisible to upper layers. * Generates all programming components needed for the g
underlying sensor software architecture (e.g., 3
M-CORE ARCHITECTURE configuration files, module files and wiring). |
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